BRIEFING: on COM directive on the retention of data
Alvaro (ALDE), (COM(2005)438 - COD/2005/182)

GUE shadow: Mrs. Kaufmann
Staff: Mette Tonsberg, Michaela Eger Last updated: 06/12/2005

I. Background

The bombings of Madrid and Londonmade 4 Member States, France, UK, Ireland
and Sweden, submt a proposl for a framework decison on the retention of
telecommunication daa unde the third pillar. However, they did not manage to get
either the majority within the Counal, nor the Parliament's consent on the proposl.
This did not stop the UK presidency (along with Spain) which was pughing hard to
get EU rules on daa retention and thus asked the Commission to draft a similar
proposl, this time a first pillar proposl to be handled unde the co-decision
procedure. This means tha 1) The EP has "rea" power but more important 2) the
Counadl can adoptthe proposl with qudified magjority indead of unanimity.

I1. The Commission proposal

Theam of the propos isto collect information on everybody'scommunicationsand
movements for law enforcement purposes. This meanstha data processed and stored
by providers of a publicly available electronic communicationsservice should be kept
and made available for law enforcement authorities for the purpos of prevention,
investigation, detection and prosecution of serious crime or crimina offences
induding terrorism (the Member States them selves decidewha a seriouscrimeis).

This would cove traffic and location daa, including subsriber and user daa,
geneated by telephony, Short Message Services and Internet protocols, induding e-
mails, but would not apply to the content of the information communicated. The
COM propos provides for telephonedata to be retained for 12 months Traffic daa
related to Internet mug bedetained for 6 months

The proposl containsno detailed rules on the access to the data, nor does it have any
data protection provisions(COM thinksit is enoudh to refer to thedirective 95/46).
The directive will be changed according to the comitology procedure without
involving the EP. And the additiond cog of the telecommunication sector mug be
reimbursed.

I11. The Council's position (+ PSE and PPE)

The Coundl has reached a compromise (only 3 counties,; Ireland, Slovenia and
Slovékia are agang it thoughsome counties have made scrutiny reservations- for
thar naiond paliaments to approve the proposal). The agreement is very "flexible’
compared to theabovementioned proposl of theCommission.

Regarding the storage period, the Counal wants both telephony and Internet daa to
be stored minimum 6 and maximum 24 months but with a possibility to extend the
maximum; if a county finds it necessary meaning tha in readlity there is no
maximum.

The Coundl has decided tha information should be stored to detect, investigate and
prosecute serious crimes as defined by naiond law. But according to a declaration
attached to the proposl, the Member States shdl have dueregard to the longlist of
the European Arrest Warrant in deciding what is a serious crime and wha is not



Besides thd, article 15(1) contains a complete flexibility clause giving the Member
States therightto retain types of daa falling outside the scopeof thedirective.
Regarding the access to the daa it is for the Member States them selves to decide on
the compeent authorities. The Coundl proposl contains no provision regarding the
reimbursement of the telecommunication sector for the additiond cogs. And Data
protection is foreseen by referring to directive 95/96.

Theonly goodnewsistha the Coundl has droppel the comitology procedure when it
comes to changing thedirective.

At an informa meeting the 6th December, the Commission informed us tha they
suppot the compromise of the Counal. So does the PSE and PPE thoughthere are
minorities agang the proposl within both paties.

IV. The rapporteur's opinion

Mr. Alvaro, ALDE, has fromthevery beginning had seriousdoubs concerning:

1) Thenecessity of the propos.

2) Thepropottiondity of the measures.

3) Therappotteur aso thinks that there is a danger tha enormousburdens would be
placed on the European telecommunications indudry, particularly on smal and
medium-sized telecom companies.

However, he seemed to have droppel a lot of the criticism in an attempt to reach an
agreement in thefirst reading. He tried very hard to reach a compromise with the PSE
and the PPE which hedid for thevote in the committee, but seemsto have failed to do
regarding the find vote in Plenary - so he is now back on the same track as us: he
wants to reject the proposl.

V. GUE position

Like Alvaro, we have chdlenged the necessity of this proposl: the examples we have
been given are mainly naiond thuslacking the cross border element, and we have not
seen a prope impact andysis on human rights. Note tha the US has no plans of
introdudng mandaory daa retention to fight organised crime or terrorism. And
several naiond paliaments have rejected similar proposals on ndiond level. Thus
this may be seen as a circumvention of the nationd decisongmight be interpreted as
"the EU ismaking usdo this agang our will".

The content of the proposl causes alot of problems too:

The scope is very wide: This started as the fight agang "terror”, then it became
"serious crimes' and now we are talking about "serious crime offences such as
terrorism and organised crime". This limitationis not precise enough- in less serious
cases than terrorism and organised crime access to traffic and location daa will not
easily be propottionde, according to the European Data Protection Supevisor, who
also expresses seriousdoubs whether this limitation is precise enough:the practice in
the Member States will diverge because of the words "such as'. Ingead the scope
should have been limited to certain serious crimind offences, for example in some
kind of catalogueof offences as we proposd.

The retention period is too long

Swedish study from Tele Soneaa shows that in 85 % of al the cases, the law
enforcement authorities requested the information maximum 6 months after the
communication took place. A study by the pdice of the UK shows the same



conduson. And to cover the "last 15 %", the European Data Protection Supevisor
had suggested introduang a "Quick Freeze Clause": the law enforcement authorities
could be alowed to see daa more than 3 months if it is judified by them having a
sugpect. We did not g« this.

It is doubful how big an impact this directive would have on combating terror and
organised crime for at least 2 reasons

1) Reason for doubtis whether or not the existence of gigantic data bases enables law
enforcement authorities to easily find what they need in a specific case - chances are
tha they "can't seetheforest for all thetrees'.

2) Law enforcement authorities have told the rapporteur, Mr. Alvaro, tha they know
they are not going to catch the big terrorists with this proposl. They only expect to
catch the small fish because the leaders of terrorism and organised crime will know
how to prevent the storage of information on them by letting other people do the dirty
work, by usng phoneboxes, by buying telephore cards on the internaiond market,
changing their e-mail addresses often etc.

Data protection: More safeguads are needed in terms limiting the access and the
further use, guaantee the security of the data and ensure tha the daa subjects
themselves can exercise ther rights. Some of the daa protection consderations and
problems - as pointed out by the European Data Protection Supervisor - could be met
by introduang a data protection officer in each Member State who is responsible for
random checks on whether of not the access by nationd law enforcement authorities
to thedaa was judified. We suggested this but did not get throughwith it either.

Lastly, daa retention is expensive and burdens the econony, as pointed out by a
rangeof telecommunication providers, which is likely to harm the consumer.

V. Conclusion

We did participae actively in trying to reach a compromise between the EP groups
and ended up suppoting pats of the EP compromise in the committee. But it was still

not going very much in our direction, and hardly any of our amendments passed in the
committee, so we endad up voting agang therepart as whole.

After the vote in the committee the PSE, PPE and the Coundl have reached a
"compromise” we'll be voting on in Strasbourg: it is no compromise from a GUE
perspective; we are stuck with afar toolong and too flexible storage period, data can
be collected for admog anything, there is no reimbursement for the telecommunication
sector, no serious daa protection provisions etc. The Greens and the ALDE agree
with us

Thuswe have co-signed an amendment with the Greensto reject the whole proposl

and tabled a minarity opinion explainingwhy we are agand it.



